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Internet protocol overview

Application Layer
BGP!ADHCP!ADNS!AFTP!aHTTP!aIMAP!aIRC!ALDAP!a
MGCP!aNNTP!ANTP!aPOP!ARIPIARPCIARTP!aSIP!a
SMTPIASNMP!aSSH!aTelnet!aTLS/SSLIAXMPP!a
(more)

Transport Layer
TCP!aUDP!aDCCP!aSCTP!aRSVPIAECN!A
(more)

Internet Layer
IP (IPv4, IPv6)!lalICMPlalICMPv6lalGMPlalPsecla

(more)

Link Layer
ARP/INARP!ANDP!aOSPF!aTunnels!(L2TP)!aPPP!a
Media Access Control!(Ethernet, DSL, ISDN, FDDI)!a

(more)
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Protocol layers

Network layers Objects passed

between layers:

Application

A

Messages or streams

Transport (UDBTCP)

A

Transport protocol packets
Internet (IP)

A

Datagrams
Data Link

A

Network-specific frames
Hardware
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Important aspects

® Internet Protocol (IP) and datagrams

® address spoofing

e UDP ICMPTCP protocols
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Internet Protocol (IP)

® |P utilizes packet switching to implement best-
effort service model

® Each router needs only focus on packet forwarding
® There is no Quality of Service (QoS) guarantee

® |P makes it possible for an attacker to “steal”
bandwidth by utilizing router resources

® Not possible for routers to discover that they
are under attack
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Datagrams

® |P defines an unreliable, connectionless delivery
mechanism for datagrams

® reliable protocols can be built on top of IP

® |P datagrams have header and data parts:

Header Data

encapsulates higher level protocols
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IP header

® Header specifies protocol version (IPv4 or IPvé),
header size, fragmentation information, checksum,
source and destination addresses, and other
information:

e Protocol besgecifies higher level protocol
(TCP,UDP ICMP,..)

® TTL(Time To Live) Peldimits propagation

® Note that no mechanism ensures accuracy or
consistency of the header fields
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IP addresses

® |Pv4 addresses are 4-byte numbers written in
dotted decimal notation, e.g. 129.177.18.200

® each byte is a number between 0 and 255
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IP spoofing

® Change of source address in the header of
an |P packet

® requires privileged access to network
stack (raw socket access)

® fake data is inserted into source (return)
address

® |P spoofing is possible because IPv4 doesn’t
contain mechanisms to detect changes to
source addresses
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IP spoofing ...

® Several levels of spoofing:

e network boundary: typically last
byte, 192.168.2.x

e partial: preset or partial randomization,
192.168.x.x

o first byte “hit list” (N.x.x.x where first

byte N is member of set
{N1,N2,N3,...,Nm})

e full: total randomization, possibly invalid
addresses
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Partial solution

® [t is possible to configure a router in such a way
that it discards outgoing packets with source
addresses not from a local subnet

® in this case it can be determined which subnet
the packet came from, but it may be difficult to
determine the correct host

® Correct router configuration makes it possible to
identify the correct ISP (Internet Service Provider)

® [t is also possible to associate a fixed MAC address
with each IP address in a subnet to detect spoofing

® this is an expensive fix
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Partial solution...

® The router should also block incoming
packets whose source addresses

® are private IP addresses, or

® belong to the range of the local subnet
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End-to-end paradigm

e End-to-end paradigm: reliable delivery,
QoS, error detection, packet order, encryption
and similar services should only be supported
by higher-level protocols in the end hosts

® UDP is an example of such a protocol that
delivers simple traffic streaming
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UDP

® UDP (User Datagram Protocol) supplements
the IP header with port numbers, extending
the addressing granularity

® UDP is a connectionless protocol used for a
variety of best-effort applications such as

® whois
® DNS (Domain Name System)

® ntp (clock synchronization)

I5
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ICMP

® |CMP (Internet Control Message Protocol)

® datagram protocol encapsulated in the data area
of IP datagrams

® |CMP messages are typically used to test the
network, control routing, and to report network
errors

® The ping tool sends ICMP Echo Request messages
and receives ICMP Echo Response messages
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® TCP (Transmission Control Protocol) builds a
reliable stream out of IP datagrams

® TCP header adds ports, sequence, and
acknowledgment numbers

® congestion control based on packet loss
® retransmission of lost packets

problems
® handshake to start communication

® higher level protocols build on dedicated ports

e HTTP (80), SMTP (25), POP-3 (110), FTP (21)
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TCP handshake

® TCP connections are established by means

of a three-way handshake initial sequence number

selected by client

S
YN Packet: SEQ:X store

info.
selected by server about
\.* client

Server

completes opening

of connection
18
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® No integrity check of IP header information
® spoofed source addresses lead to many problems

® broadcast addresses have unpredictable effects
when combined with a spoofed source

® Higher level protocols have additional problems
® TCP’s early allocation of storage after SYN packet

® contradictory/variant retransmissions (to be
explained)

DOS d eﬁ ) iti on KJhole.co!

e DoS attacks cripple applications, servers, and
whole networks, disrupting legitimate users’
communication

® There are two main types of attacks:

|. A flooding attack sends a vast amount of
seemingly legitimate packets whose processing
consumes some key resource at the target

2. A vulnerability attack constructs a sequence of
packets with certain characteristics that cause a
vulnerable system to crash, hang, or behave in
unpredictable ways
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® Early DoS attacks were proofs of concepts or
pranks played by crackers

® recognition in the underground community

® Crackers would fight each other to gain
control of IRC (Internet Relay Chat) channels

® Attacks against web sites of competitors and
political organizations

® Blackmail: threaten site owner with DoS attack

21
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Simple DoS attacks:
flooding

|. Attacker spoofs source address and forces the
victim to consume resources

® TCP SYN floods: half-open connections fill
state tables

® |[CMP echo floods or ping floods: use large
packets since they are returned by victim

2. Clogging the pathways to the victim

® UDP floods: consume bandwidth
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Flooding illustrated

® Point to point, direct
phenomenon

Attacker

® Examples: 5
e TCP SYN ﬂoodmg*‘*"@%w
® |CMP flooding

e UDP flooding Viisdia
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Classic vulnerability DoS
attack: ping of death @%/%

® TCP/IP was not designed to handle packets%//
larger than 65,536 bytes

® Ping of death: send ICMP Echo request to

remote host using a packet size larger than
65,536 bytes

® ping -l 65550 <hostname>

® Ping utility may not be able to handle packet
because of illegal size and system hangs,
reboots, or crashes
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More advanced DoS attacks
exploiting vulnerabilities

® Triggering faults in the host or infrastructure
® malformed packets or partial protocol runs
® TCP options used incorrectly

® Exploiting idiosyncrasies of protocol handling

® Teardrop attack:Window’s TCP/IP stack didn’t
handle fragmented packets whose offset and
length didn’t match. Caused remote host to
crash, hang, or reboot

25
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Smurf-type DoS attack

..V\ ® A smurf attack sends a large amount of ICMP
Echo (ping) packets to the IP broadcast
address of a network

® All packets have spoofed source address of
the intended victim

® Attack is amplified because all hosts on the
network will reply to the ping packets from
the attacker

® obtains amplification from single source

26



Smurf-type DoS attack ...

® Indirect phenomenon,

requires help from a Attacker
(misconfigured) third party

Ping packets sent to
broadcast address of IP
network

Amplifier Amplifier

All hosts on network reply
using (spoofed) source
address of victim

The defense is to turn off the
directed incoming broadcast

capability in routers
27

Coordinated DoS attack

Attacker Attacker Attacker

Collaborative phenomenon

Requires help from and
coordination with multiple parties

Complex attack because people-to-
people communication is needed

28

Victim
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DDoS definition

e Distributed DoS (DDoS) attacks employ
dozens, hundred, or even more than 100,000
compromised computers, or DOLS, to perform
a coordinated attack

® A network of bots is known as a botnet
® DDoS attack is divided into two phases

|. collect bots (also called zombies or slaves)
and install DDoS attack software

2. send command to bots to start attack

29
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No need for spoofing

® Spoofing is irrelevant at 10,000 + bots

® spoofing is not needed in large flooding
attacks simply because it is impossible to
filter out a large number of bots

® DDoS networks of more than 10,000 bots
are not uncommon

® such networks are traded among crackers
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Handlers

® An attacker can hide his identity by deploying a
layer of indirection between his machine and the
bots

® The intermediate machines are called handlers
(or masters)

® The handlers deliver commands to the bots

31

DDoS attack

e Multiple-source, multi- Attacker
target phenomenon

® Requires many bots
“harvested” from the net Handler Handler
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Worm definition

® An Internet (or computer) WOI'm is a program
that looks for vulnerable machines and infects
them with a copy of its code

® self-contained, self-replicating program

® worms can propagate very rapidly over the
Internet

® can contain code to carry out DDoS attack

® Code Red was designed to perform a DDoS
attack from all the nodes it compromised
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Worm DDoS attack

® Possibly decentralized,
self-propagating
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Worm attack

® VWorms have three distinct primary phases:
|. scan for vulnerable machines

2. compromise machines and establish remote
control

3. install DDoS code

* The three functions repeat for each new
vulnerable machine

35
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Phase |:scanning

® Worms choose the IP address to scan:

e completely at random: randomly choose all
32 bits of IP address

e within a randomly selected address
range: randomly choose only 8 or |6 first bits of
address, then iterate from .0.0 through .255.255

e using hitlist: small list of network blocks that
are “target rich”

¢ info on target machine: examine infected
machine’s log files for communication activity
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Scanning cont.

® |[nitially, scanning was a manual process performed by
a human attacker

® Worms now automate the scanning process

® A worm may spread very fast because of its parallel
propagation pattern

® the number of infected machines may grow
exponentially

® History indicates that it is nearly impossible to
completely remove a successful worm from Internet

37

KJhole.co!

Phase 2: exploitation

® Worm exploits vulnerability in a machine to gain
access (referred to as "owning" the machine)

® Worm often gets administrative access
® can add/delete/change files and system settings

® Vulnerability may be patched to deny other
attackers access to the machine

® Worm starts program, called backdoor, that
listens for incoming traffic on a specific port

® backdoor access may be protected by password
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Phase 3: DDoS code

® Worm carries a DDoS tool to be installed
on a vulnerable machine

® Worm’s exploit and attack code may be
protected by (weak) encryption

® defeats the detection of well-known
exploit code sequences

® Once the worm has access to a machine,
the code self-decrypts and resumes its
propagation

39
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Controlling bots

® The attacker

® commands beginning, end, and specifics of
an attack

® gathers statistics on bot behavior

® The commands are sent to the handlers or
directly to the bots

® Handlers must have IP addresses of bots

40



Attacker
® An additional layer

of indirection is
obtained when the

attacker logs on to Stepping
an machine, called a stone

stepping stone,
Handl
Command/control traffic

between his machine

and the handler
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Web site vulnerable
to Do§?

® |f 2 web site is connected to the Internet, it is
a potential target of a DDoS attack

® Can attack any IP address

® Possible to attack machines behind NAT
(Network Address Translation) boxes and
firewalls using attacks that spoof legitimate
traffic

® can overload the NAT box
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Vulnerable ...

® Careful system and network administration
to avoid vulnerabilities will not protect a
web site from all DDoS attacks because the
site is still susceptible to flooding attacks

® Ample server and network capacity can
reduce the vulnerability to DDoS flooding
attacks, but cannot guarantee immunity

43
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® The “Swiss army knife” of attack tools
® two types of SYN floods
® a UDP flood
® an |CMP flood

® Targaflood (random IP protocol, fragmentation
and fragment offset values, and spoofed source
addresses)

® \Wonkflood (one SYN packet, followed by 1,023
ACK packets)

® HTTP GET floods

44



Command list

bot.command runs a command with system()
bot.unsecure enable shares / enable dcom

bot.secure  delete shares / disable dcom

bot.flushdns  flushes the bots dns cache

bot.quit quits the bot

bot.longuptime If uptime > 7 days then bot will respond
bot.sysinfo  displays the system info

bot.status  gives status

bot.rndnick  makes the bot generate a new random nick
bot.removeallbut removes the bot if id does not match
bot.remove  removes the bot

bot.open opens a file (whatever)

bot.nick changes the nickname of the bot

bot.id displays the id of the current code
bot.execute  makes the bot execute a .exe
bot.dns resolves ip/hostname by dns
bot.die terminates the bot

bot.about  displays the info the author wants you to see
shell.disable Disable shell handler

shell.enable Enable shell handler

shell.handler FallBack handler for shell
commands.list Lists all available commands
plugin.unload unloads a plugin (not supported yet)
plugin.load loads a plugin

cvar.saveconfig saves config to a file
cvar.loadconfig loads config from a file

cvar.set sets the content of a cvar

cvar.get gets the content of a cvar

cvar.list prints a list of all cvars

inst.svedel  deletes a service from scm
inst.svcadd adds a service to scm

inst.asdel  deletes an autostart entry

instasadd  adds an autostart entry

logic.ifuptime exec command if uptime is bigger than specified
mac.login logs the user in

mac.logout  logs the user out

ftp.update  executes a file from a ftp url
ftp.execute  updates the bot from a ftp url
ftp.download downloads a file from ftp

http.visit  visits an url with a specified referrer
http.update  executes a file from a http url
http.execute  updates the bot from a http url
http.download downloads a file from http

rsl.logoff  logs the user off

rsl.shutdown  shuts the computer down

rsl.reboot  reboots the computer

petrlL.kill  kills a process

KJhole.co!

petrllist  lists all processes

scan.stop signal stop to child threads

scan.start  signal start to child threads

scan.disable disables a scanner module

scan.enable  enables a scanner module
scan.clearnetranges  clears all netranges registered with the scanner
scan.resetnetranges  resets netranges to the localhost
scan.listnetranges lists all netranges registered with the scanner
scan.delnetrange deletes a netrange from the scanner
scan.addnetrange adds a netrange to the scanner
ddos.phatwonk starts phatwonk flood

ddos.phaticmp  starts phaticmp flood

ddos.phatsyn  starts phatsyn flood

ddos.stop stops all floods

ddos.httpflood starts a HTTP flood

ddos.synflood starts an SYN flood

ddos.udpflood starts a UDP flood

redirect.stop stops all redirects running

redirect.socks starts a socks4 proxy

redirect.https starts a https proxy

redirect.http starts a http proxy

redirect.gre  starts a gre redirect

redirect.tcp  starts a tcp port redirect

harvest.aol makes the bot get aol stuff

harvest.cdkeys makes the bot get a list of cdkeys
harvest.emailshttp  makes the bot get a list of emails via http
harvest.emails makes the bot get a list of emails
waste.server changes the server the bot connects to
waste.reconnect reconnects to the server

waste.raw  sends a raw message to the waste server
waste.quit

waste.privmsg  sends a privmsg

waste.part  makes the bot part a channel

waste.netinfo prints netinfo

waste.mode lets the bot perform a mode change
waste.join  makes the bot join a channel

waste.gethost prints netinfo when host matches
waste.getedu prints netinfo when the bot is .edu
waste.action lets the bot perform an action
waste.disconnect disconnects the bot from waste

45
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Current DDoS attacks

|. Botnets scan a machine’s TCP ports trying to

connect

® a botnet can bypass a firewall’s limit on
connection failures by attacking through

many bots

2. Large botnets are used to send out

® ten million or more malware copies per hour

® huge amounts of spam
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Conclusion

® DDoS attacks represent a pervasive threat
to the Internet

® An attacker can take down Internet banking
sites, gambling sites, etc.

® There is no general solution to the DDoS
problem
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